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1. Introduction 
Recently, cloud computing has become a breakthrough technology in the contemporary area of 

technological innovation for individual handling and data processing at the organizational level. As 
with any computing resources in a need-driven process, cloud computing provides easier ways to have 
access to such resources: storage facilities, processing powers, or networking. Therefore, increased flex-
ibility, scalability, and cost-efficient results has been observed. This kind of technological paradigm has 
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Abstract: Cloud computing is a rapidly evolving technology that defines a 
modern digital computing framework and business approach for utilizing 
software and hardware resources. While it provides numerous advantages, it 
also brings with it considerable security risks and challenges. This paper dis-
cusses cloud computing and blockchain technology with a focus on the secu-
rity implications of integrating these two technologies for solving three secu-
rity issues in the cloud environment. Three major security domains—data se-
curity, identity authentication and management, and access control—have 
been analyzed through an in-depth review of recent studies to evaluate the 
strengths of integrating both technologies, identify existing limitations, and 
propose suggestions for future research directions. Relevant literature was re-
trieved from five major scientific databases: Google Scholar, ScienceDirect, 
IEEE Xplore, Scopus, and Web of Science. The selection of studies was guided 
by predefined research questions and specific inclusion and exclusion criteria. 
The findings reveal that the combination of blockchain and cloud computing 
establishes a new era of enhanced security. This fusion of blockchain and 
cloud computing represents the most promising path forward, offering ro-
bust security with decentralization and delivering significant advancements 
in authentication, authorization, data integrity, and privacy protection. This 
approach will open up vast opportunities in various sectors like healthcare, 
business, supply chain, and industry due to its guaranteed data security, im-
proved efficiency, and reduced costs.  Future research areas need further in-
vestigation, such as designing innovative consensus mechanisms to boost 
scalability and leveraging artificial intelligence and machine learning to im-
prove security and privacy by incorporating blockchain technology into cloud 
environments. 
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enabled different companies to scale their business accordingly and minimize their infrastructure ex-
penses toward their core businesses rather than channelizing business operations through the main-
taining processes of hardware administration [1].  

A comprehensive search was conducted across the Google Scholar, Science Direct, IEEE Xplore, 
Scopus, and Web of Science databases for articles published between 2015 and 2024. The search terms 
included ‘blockchain’, ‘cloud computing’, ’cloud security’, and ‘integration’. The inclusion criteria fo-
cused on peer-reviewed studies that examined the use of blockchain in cloud environments. Non-Eng-
lish publications, non-published articles and studies unrelated to security were excluded. 

While cloud computing has become integral to the modern Information Technology (IT) infra-
structure, one of the biggest concerns is related to security. Cloud computing security can be defined 
as all policies, technologies, and controls that are specifically designed to protect data, applications, and 
infrastructure against a probable cyber threat. The challenge lies in securing a distributed environment 
where data is usually stored remotely, often spread over multiple regions and jurisdictions, along with 
increasing vulnerability to potential data breaches, unauthorized access, and service disruptions [2]. 

While blockchain technology has been synonymous with cryptocurrencies, it has grown out of its 
original use case to extend an additional layer of security to many other industries. Blockchain technol-
ogy allows secure, intermediary-free data transactions by creating a decentralized, immutable ledger. 
The transparency and cryptographic security mechanisms involved make blockchain very attractive 
for building trust in digital transactions, especially in environments where data integrity is paramount 
[3]. 

The convergence of cloud computing and blockchain opens up whole new dimensions regarding 
innovation and enhancing the security level of the cloud environment. Ensuring more robust data in-
tegrity, user authentication, access control and transaction verification can be done by leveraging the 
decentralized architecture from blockchain, improving the cloud framework’s security. This review 
study explores the potential crosslink between the mentioned key technologies, presenting various dis-
cussions regarding numerous solutions and open points related to the adoption of cloud environments 
with blockchain-based methodologies for solving the issues present in three main security domains. 

Although numerous studies have discussed the individual potential of blockchain and cloud com-
puting, there is a lack of comprehensive studies evaluating how blockchain technologies can systemat-
ically address specific security solutions and gaps in cloud environments. This study aims to (1) explore 
the existing research on blockchain-based cloud security solutions, (2) identify key limitations and gaps, 
and (3) propose a future research agenda. 

The rest of this paper is structured as follows. Section 2 provides the background information cov-
ering the concept of cloud computing, its benefits, and associated security challenges. It also introduces 
blockchain technology, including its components and security features. Section 3 outlines the method-
ology adopted in this study. Section 4 addresses the research questions through a comprehensive re-
view and analysis of security solutions that integrate blockchain with cloud computing, focusing on 
three key areas: data storage and transfer, identity authentication, and access control. Finally, Section 5 
presents the study’s findings. 

2. Background 
2.1 Cloud Computing 
Cloud computing enables easy, on-demand network connectivity by utilizing a shared pool of 

programmable computer resources that can be instantly installed and released with minimal adminis-
trative effort. In its most basic form, cloud computing is the use of an online platform to offer storage 
and hosting services together with other technological elements [4]. When it comes to the internet econ-
omy, cloud computing is among the most rapidly expanding sectors. It has evolved into a paradigm 
for hosting and delivering services online, allowing users to access data, apps, and services from any 
location via an internet-connected device [5]. It is a form of computing where IT-enabled capabilities 
are offered "as a service" through Internet technology, according to researchers. It has numerous eve-
ryday applications, like as Gmail, Dropbox, and Microsoft Office 365 [6]. It is ranked first among the 10 
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most significant innovations of all time, indicating that it is a critical and potentially transformative 
technology [5]. 

Rapid innovation, resource adaptability, and cost savings through economies of scale are made 
possible by cloud computing. This utility-driven, pay-per-use technology eliminates the necessity for 
local servers or personal devices to manage applications [7]. To satisfy user demands, the system's ar-
chitecture depends on the functioning of networks of distant servers and storage devices, such as data 
centers and server farms [8]. Businesses can save time and money by eliminating the necessity for phys-
ical infrastructure. Cloud service providers, including Microsoft, Amazon, and Google, maintain and 
store client data in their server centers, and the distributed computing is entirely web-based [9]. 

Cloud computing presents significant security and privacy issues and concerns despite its many 
benefits, which include cost reductions, shared resources, and data storage. The digital computing par-
adigm and commercial models for hardware and software resources are exemplified by cloud compu-
ting [10, 11]. When thinking about cloud security, we should concentrate on typical security problems 
and difficulties like security concerns with stored and transferred data, where data on the cloud is kept 
on various servers in various places. Network storage that is dispersed presents a security challenge. 
To authenticate users at any moment, the cloud provider must make the storage data available and 
capable of managing this kind of security issue. Malicious actors can take advantage of the vulnerabil-
ities created by the movement and storage of enormous volumes of data in cloud systems [11, 12]. 
Problems with application security are where the cloud allows multiple users to access applications. 
This application's security is a major problem since cloud applications are used by hackers to steal data 
and launch malicious assaults against it. A suitable, secure framework should be available to access 
cloud apps from different platforms. Problems with user identity security relate to the cloud offering 
customers on-demand services including data storage and access to various resources, apps, and net-
works. The difficulty here is in controlling authorized customers. Prior to offering the service, it is es-
sential to verify the user's identification. Malicious users run the risk of posing as trustworthy ones in 
order to get access to and contaminate the cloud. Many customers who share the impacted cloud could 
be affected by this [12, 13]. Because the users of cloud systems are given different privileges to access 
sensitive data, access management is another crucial issue. Users no longer have complete control over 
their security settings and sensitive data. Cloud providers may also gain access to customer data, in 
addition to the attackers. Protecting user privacy is a crucial duty for cloud providers to guarantee the 
security of user data [14]. Access management policy [12] authorization, and authentication can be used 
to ensure that only the appropriate user has access to specific resources. 

It is essential to address cloud computing security. Inadequate security measures for data storage, 
operations, and transmission substantially heighten the risks to data integrity and privacy. In a cloud-
based internet paradigm, it is imperative to prioritize data security and confidentiality as data loss, 
leakage, or tampering can seriously damage a business's brand and credibility [13]. 

For instance, the 2019 Capital One breach exposed over 100 million customer records due to a 
misconfigured web application firewall on Amazon Web Services (AWS). Similarly, the 2016 Dropbox 
incident, where credentials from third-party apps led to the leak of 68 million passwords, underscores 
the importance of robust cloud security mechanisms [15, 16]. 

2.2  Blockchain Technology 
Blockchain is a decentralized digital ledger composed of interconnected blocks that store data in 

a secure, immutable format [17]. 
A significant differentiator and competitive edge among cloud services is being created by cloud 

protection. The use of blockchain technology is currently among the well-liked inventions that can solve 
the security concerns to do with cloud computing. Blockchain is a transparent, decentralized digital 
ledger system that provides anonymity, security, and data integrity without the need for a third party. 
Since the introduction of Bitcoin, blockchain technology has gained popularity. The finance industry is 
not the only one using this technology [18].  Numerous stakeholders, including those in the govern-
ment, real estate, infrastructure, finance, and healthcare sectors, place a high importance on blockchain 
technology. The foundation of blockchain-based systems is a distributed, integrated, and fault-tolerant 
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ledger structure that is available to all network participants while not being controlled by any of them. 
The service provided by the blockchain network is therefore independent of a centralized, trustworthy 
third party [19]. By removing middlemen, facilitating peer-to-peer transactions with greater confidence, 
and offering improved security, traceability, and efficiency, it has the potential to completely transform 
industries [20].  

Blockchain networks consist of blocks of data, smart contracts, consensus, and a distributed ledger 
[21]. They ensure transactional data integrity and availability through cryptography, with each block 
containing a timestamp, encrypted hash, and block hash. Blockchain can be defined as a distributed 
ledger that addresses privacy concerns by safeguarding data and validating all network members. It 
stores data over a peer-to-peer network, providing enhanced security and transparency [22]. The con-
sensus mechanism is an algorithm which makes sure that only legitimate transactions are recorded in 
the ledger, such as proof-of-work and proof-of-stake [20]. Contracts that are self-executing and coded 
on a blockchain are referred to as smart contracts. Under certain circumstances, the terms and condi-
tions of a transaction are automatically enforced when certain prerequisites are satisfied. The use of 
smart contracts makes it possible to conduct transactions that are both programmable and automatic, 
eliminating the need for intermediaries. This has the potential for enhanced efficiency, transparency, 
and confidence in decentralized applications [23]. The use of this strategy guarantees that any unau-
thorized changes will be discovered and corrected without delay [24]. 

Blockchain is utilized to safeguard models that have been developed in a broad variety of fields 
[25]. For a cloud-based architecture to be in compliance with the law and the standards for data protec-
tion, data security is absolutely necessary [26]. One approach that might be taken to improve the safety 
of data stored in cloud computing systems is the implementation of blockchain technology. This tech-
nology provides a decentralized, immutable record system that guarantees integrity, transparency, and 
resistance to tampering. The primary application of this technology was originally to power cryptocur-
rencies such as Bitcoin. Businesses have the ability to strengthen their defenses against a variety of 
security problems that are frequent in cloud computing by utilizing the distinctive qualities of block-
chain technology [27]. Blockchain can be combined with cloud computing to generate an immutable 
cloud-based data processing and storage system [28]. The smart contracts that are used by cloud data 
nodes make it possible to collect and store data in a reliable and correct manner. There is potential in 
blockchain technology but, as of yet, it does not have the capacity to store information to its fullest 
potential. There is a possibility that it is not viable to store massive data sets on it due to its lack of 
scalability [29]. 

Research in a number of theoretical and practical domains is still running strong because of the 
necessity for blockchain development and the importance of its application. Although the blockchain 
is still in its infancy, it is already being viewed as a progressive solution to contemporary technological 
problems including decentralization, identity, trust, data ownership, and information-based decision-
making. When looking for the best way to store and access cloud data, the blockchain innovation pro-
vides substantial insights [30]. 

Blockchain technology has gained attention in recent times owing to its ability to revolutionize 
traditional trade through its distributed ledger attribute. The prompt advancement of blockchain de-
mands new systematic studies to investigate and analyze the existing knowledge in this domain [31]. 

3. Materials and Methods 
This section outlines the stages of the study's methodology. The primary steps include identifying 

relevant studies, screening the gathered research, extracting data from the chosen studies, and ulti-
mately reporting and presenting the results. 

3.1 Research Questions 
This study seeks to analyze recent research, evaluate the methods used, and summarize the find-

ings regarding the application of blockchain technology to improve cloud computing security. To ac-
complish this objective, we have formulated the following research questions, guided by our review of 
the relevant literature and aligned with the study's intended contributions: 
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• RQ1: What is the distribution of the specified studies based on the year of publication?  
• RQ2: What are the security domains and existing solutions that have used blockchain for 

enhancing cloud computing security? 
• RQ3: What are the limitations of the existing solutions? 
• RQ4: What are the prospective directions for future research in leveraging blockchain 

technology to enhance the security of cloud computing systems? 

3.2 Search Strategy 
This study focuses on improving the security of cloud computing through the application of block-

chain technology. The scope of the reviewed literature spans from January 2015 to December 2024. 
Relevant scholarly publications were systematically retrieved using automated searches across multi-
ple academic databases—namely Google Scholar, ScienceDirect, IEEE Xplore, Scopus, and Web of Sci-
ence—employing keywords derived from the formulated research questions. 

3.3 Inclusion and Exclusion Criterion 
This stage outlines the inclusion and exclusion criteria applied in this study. First, journal articles, 

conference proceedings, master's and doctoral theses or dissertations, and book chapters were in-
cluded, while excluding other sources such as books, editorials, reports, and reference materials. Sec-
ond, duplicate entries identified across all databases were removed. Finally, each publication was as-
sessed to determine its relevance, resulting in the final selection of studies that specifically address the 
use of blockchain to enhance cloud computing security. Figure 1 illustrates the detailed stages of the 
methodology. 

 

 
Figure 1: The stages of the study's methodology. 

3.4 Data Extraction 
This phase describes the data extraction process, which involved a thorough review of all selected 

studies. Relevant information was systematically extracted using Microsoft Excel and Mendeley Refer-
ence Manager. An Excel spreadsheet was used to organize and record the extracted data from each 
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study. The collected information included bibliographic details—such as paper title, authors, publica-
tion source, and year of publication—as well as the study's objective, applied techniques or mecha-
nisms, the addressed security domain, the main strengths, and any identified limitations. The selection 
of these data elements was guided by the research objectives and corresponding research questions. 

3.5 Data Reporting 
The data derived from the evaluation of the reviewed studies was thoroughly analyzed and pre-

sented in tabular form using Microsoft Excel with the aim of identifying each study's objectives, em-
ployed techniques, and key strengths. 

4. Discussion 
This section presents the detailed results of the review, with the research questions being ad-

dressed based on the findings from the analyzed studies. 

4.1 RQ1: What is the Distribution of the Specified Studies Based on the Year of Publication? 
Figure 2 illustrates the distribution of selected studies according to their year of publication. The 

line graph in Figure 2 indicates a significant increase in the number of studies on the topic, particularly 
in 2023, reflecting a growing interest in applying blockchain technologies to enhance cloud security. 
However, in 2024, the number of publications decreased from 16 in 2023 to 8 in 2024. This decline can 
be attributed to the unavailability of certain publications for download as they are not open access. 

 

 
Figure 2: Distribution of the selected studies by year of publication. 

4.2 RQ2: What are the Security Domains and Existing Solutions that have Used Blockchain for 
Enhancing Cloud Computing Security? 

Strategies for integrating blockchain into cloud security focus on utilizing blockchain technology 
to strengthen the protection of cloud computing environments. These approaches aim to tackle critical 
security challenges in cloud computing including data privacy, integrity, identity verification, access 
management, and regulatory compliance [23].  

Integrating blockchain technology into cloud computing brings significant benefits. The key ad-
vantages are decentralization, enhanced data security and user privacy, improved identity manage-
ment and access control mechanisms [32]. Additionally, it offers greater transparency and traceability, 
facilitating compliance with regulatory requirements, and enables secure transactions and agreements 
by improving the cloud computing services' efficacy and efficiency [33]. By leveraging the benefits of 
both cloud computing and blockchain technology, organizations can enhance the security and trust-
worthiness of their cloud infrastructure [20]. 

 In July 2024, the Cloud Security Alliance released the "Security Guidance for Critical Areas of 
Focus in Cloud Computing v5.0" [34], outlining 12 key areas of focus for cloud computing security. This 
study conducted an extensive literature review and then classified and examined various mechanisms 
and solutions that utilize blockchain technology to strengthen three fundamental aspects of cloud com-
puting security: data protection, identity verification, and access control management. 
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A. Blockchain for Enhancing Cloud Data Security in Rest and Transit 
The widespread use of the Internet has made cloud services the dominant platform for storing and 

sharing data. While this advancement offers convenience, it has also heightened concerns over privacy 
and data security. The existing security countermeasures engaged by cloud service providers remain 
susceptible to cyberattacks and data breaches. Furthermore, traditional centralized security solutions 
are increasingly inadequate for defending against these threats. To safeguard sensitive information in 
cloud systems, innovative and robust security measures are crucial. Blockchain technology, with its 
decentralized and inherently secure design, offers a promising solution to these challenges by intro-
ducing a novel approach to ensuring data privacy and integrity in cloud environments [27].  

Various recent studies have been reviewed to examine the integration of blockchain technology 
with cloud computing for securing data in cloud storage and during transmission. Their goals, tech-
niques, and key strengths are summarized in table 1. 

In a study by Zhang et al. [35], the authors provided a conceptual plan for using blockchain and 
cloud storage technology to communicate ongoing personal health data. To keep control over the data 
quality, the article also presented a machine learning-based data quality inspection module. This 
method offers a practical means of collecting superior personal health information for both commercial 
and research determinations.  

In the study by Mohammed [36], the author proposed utilizing blockchain for electronic health 
records (HER) in the healthcare industry. Strong security was offered by the suggested work for data 
sharing and storage with low processing demands.  

In a study by Awadallah et al. [28], the authors proposed a scheme for preserving data confidenti-
ality that integrated blockchain, cloud computing, and homomorphic encryption. The suggested 
scheme makes use of the Byzantine Fault Tolerance consensus method to lessen the centralized control 
that cloud service providers (CSPs) have over data. By creating a dispersed network of processing CSPs 
based on customer needs, this method guarantees data integrity and makes it possible to identify any 
instances of data manipulation.  

The study by Meenakshi [37] presented a secure and effective method for cloud storage that makes 
use of software defined networks (SDN) and blockchain technologies. Regarding throughput, compu-
tation time, and response time, the SDN module performed well. The Fabricator, Merchant, and Cus-
tomer (FMC) relationship was established by the blockchain module, which produced better outcomes 
than conventional models.  

Motupalli [38] introduced a hybrid algorithm that integrates a double encryption substitution 
technique with the Secure Hash Algorithm (SHA)-512. Their algorithm demonstrated higher efficiency 
in ensuring data security and confidentiality compared to existing methods.  

In the study by Amanat et al. [39], the authors proposed a secure and decentralized peer-to-peer 
framework to facilitate secure HER sharing among various electronic healthcare systems. The frame-
work leverages a distributed Hyperledger employing a PoS consensus mechanism alongside the SHA-
256 to protect the patients' confidential information. For record verification and secure transactions, the 
Elliptic Curve Digital Signature Algorithm is utilized. The proposed solution showed better perfor-
mance than other existing frameworks.  

In a study by Rani et al. [40], the authors proposed an Internet of Things (IoT) design, integrating 
cloud and blockchain technologies to deliver decentralized, transparent and safe storage solutions. Be-
yond the standard layers found in traditional IoT architectures—perception, network, processing, and 
application layers—the proposed design introduces the service layer, the security layer, and the parallel 
management and control layer as additional layers. The purpose of these additional layers is to improve 
the overall security and administration of IoT ecosystem. The suggested architecture provides useful 
applications and can be used to create smart infrastructures in both the public and private sectors.  

The study by Gousteris et al. [41] proposed a framework that combined the Rivest-Shamir-
Adleman (RSA) encryption and authentication system with the Ethereum blockchain and its smart con-
tracts. Within this framework, RSA encryption protects sensitive data secrecy and authenticates the 
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source, while the Ethereum blockchain serves as a data structure to guarantee data integrity and avail-
ability. This suggested structure guarantees strong authentication verification, makes file sharing eas-
ier, and permits safe cloud data storage. 

 Gou and Deng  [42] proposed a blockchain-based encryption approach to protect cloud account-
ing data. The suggested solution stores and backs up user accounting data, together with its hash value, 
using blockchain technology. It uses an evidence chain and Elliptic Curve Cryptography (ECC) tech-
nology to improve cloud data security and integrity, giving consumers a safer online accounting expe-
rience.  

In the study by Saah et al. [43], the authors designed a blockchain system architecture that inte-
grates the Hyperledger Fabric blockchain with AWS cloud platform to protect the confidentiality and 
privacy of personal information for construction workers. The outcomes validated the suggested mod-
el's viability and operational efficacy. 

  Abubakar et al.[44] used cloud storage to store the actual health reports, and MetaMask, a digital 
wallet, to buy and connect to the Ethereum blockchain to secure health report linkages. Ethereum block-
chain transaction prices were predicted using Recurrent Neural Network (RNN) and Long-Short Term 
Memory (LSTM) models, providing users with insightful information about possible system effects and 
market trends. Smarter, more secure applications in the healthcare sector are made possible by the syn-
ergistic interaction created by the integration of blockchain and artificial intelligence (AI) technologies.  

In the study by Shrivastava and Patel [45], the authors proposed an enhanced security of Hadoop 
Distributed File System (HDFS). The Hyperledger Fabric blockchain platform was used to ensure trust-
worthy data security and traceability in HDFS. The results displayed increased performance and relia-
ble data protection.  

In a study by Rashmi et al. [46], the authors employed the Advanced Encryption Standard (AES) 
256-bit encryption algorithm to safeguard user data and maintain confidentiality. The encrypted data 
is distributed and stored across network peers using the InterPlanetary File System (IPFS). This system 
mitigates the privacy and security risks linked to centralized cloud storage while allowing peers to 
monetize their unused storage space by earning cryptocurrency, enhancing storage resource efficiency. 

Gund et al. [47], the study introduced blockchain-base secure data uploading and downloading 
processes for more secure deduplication in a cloud storage system that uses efficient cryptographic 
methods to secure the cloud storage. The replicated data is verified with blockchain procedures with 
smart contracts. An Attribute-based Role Key Generation Method (ARKG) was applied to create key 
roles prior to data uploading for data access by authorized users. Message Locked Encryption (MLE) 
is used to encrypt the data for the data owner to upload it to their CSP. 

 Guo et al. [48], the authors introduced a blockchain-based Hybridized Data-Driven Cognitive 
Computing (HD2C) model, integrating the blockchain consensus mechanism with Federated Learning 
(FL). This approach incorporates smart contracts alongside the Proof of Authority (PoA) algorithm to 
improve security and operational efficiency. Extensive analysis of industrial IoT datasets has demon-
strated the superiority of the HD2C model. In comparison to other consensus algorithms, the founda-
tional cost of the PoA blockchain was notably higher. However, evaluations of memory utilization and 
accuracy highlighted the overall benefits and advantages of the system.  

Rajawat et al. [49] proposed a system that leverages the cloud for hosting business applications 
and services while utilizing blockchain to securely record and validate transactions. Smart contracts 
facilitate payment processing and transaction management, ensuring transparency and trust.  

Huang and Yi [50],  in order to get around the drawbacks of conventional systems that depend on 
reliable third-party servers, a blockchain-based key security management system for cloud storage was 
presented. Their method splits the convergent key into several pieces using a secret sharing technique, 
which are thereafter controlled by the blockchain network. This method improves security for key man-
agement procedures, offers fault tolerance, and guarantees dependable key management.  

Kathole et al. [51] designed a secure integrated storage system for the cloud that federates a com-
posite empirical Attribute-based Encryption (ABE) strategy with approval blockchain. To increase data 
secrecy and honesty, the arrangement gathers medical information and scrambles it using ABE, utiliz-
ing an ideal key established by the Hybrid Mexican Axolotl with Energy Valley Optimizer (HMO-
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EVO). The scrambled data is then firmly stocked within the permissioned blockchain. For methodical 
healthcare nursing, integrated learning is occupied alongside a Multi-Scale Bi-Long Short-Term 
Memory and Gated Recurrent Unit (MBiLSTM-GRU) model, which prognoses complaints.  

 
Table 1: Blockchain-cloud integration for enhanced data security. 

Source Year Research Goal Used Techniques and Technologies Strengths 
[35] 2018 To allocate health-linked facts in 

a steady and translucent ap-
proach. 

Blockchain, Cloud Computing, and 
Machine Learning technologies. 

• Safe exchange of personal health in-
formation. 

[36] 2020 To display a Blockchain-Based 
Healthcare System (HS-BC) with 
burly safety and less reckoning 
proceeding. 

Blockchain, Cloud Computing. • Strong security for data storage and 
sharing. 

• Improved performance. 
• Lower latency compared to conven-

tional systems. 
[28] 2021 To maintain data confidentiality 

and integrity in cloud compu-
ting. 

Homomorphic encryption, Block-
chain, and Cloud computing. 

• Less expensive than using 
Ethereum. 

• Efficient online performance. 
[37] 2022 

To provide security for the 
online transactions among FMC. 

SDN, Blockchain and Cloud compu-
ting. 

• Improved throughput. 
• Reduced computational, and re-

sponse time. 
[38] 2022 To locate a productive protec-

tion algorithm to defend the 
data secretly and the aloneness 
of each separate user in the 
cloud habitat. 

Substitutional algorithm, SHA-512, 
Blockchain, and Cloud computing. 

• High throughput. 
• Efficient in ensuring data confiden-

tiality and security. 

[39] 2022 To provide secure and efficient 
sharing and storage of EHR on 
the cloud. 

SHA-256, ECDSA, Blockchain, and 
Cloud computing.  

• Secure healthcare data storage and 
exchange. 

• Improved efficiency in throughput, 
computation and   communication 
costs. 

[40] 2022  To provide advanced and effi-
cient storage and security solu-
tions to the IoT ecosystem. 

IoT, Blockchain, and Cloud compu-
ting. 

• Advanced security. 
• Prevents single points of failure. 
• Cost-effective communication. 

[41] 2023 To provide secure data storage 
and sharing over cloud storage 
infrastructures. 

RSA, Blockchain, and Cloud compu-
ting.  

• Secure data storage and file sharing. 

[42] 2023 To address the data security and 
integrity issues faced by cloud 
accounting. 

ECC, Blockchain, and Cloud compu-
ting. 

• Low computational overhead. 
• Improved user authority over cloud 

accounting data. 
• Secure data transfer.  
• Strengthens the user and cloud ac-

counting service providers’ trust. 
[43] 2023 To enhance the privacy and 

safety of construction workers’ 
personal information. 

Blockchain, and Cloud computing. 
 

• Provides decision-making for high-
risk activities. 

• Enhanced data security and pri-
vacy. 

• Promotion of industry innovation 
and trust. 

[44] 2023 To ensure confidentiality and in-
tegrity while enabling the effi-
cient exchange of medical infor-
mation. 

RNN, LSTM, Blockchain, and Cloud 
computing 

• Safe and effective sharing and 
preservation of medical records. 

• Improved decision-making pro-
cesses. 

• Enhanced patient outcomes. 
• Optimized operations. 
• Lower costs. 

[45] 2023  To improve the security of HDFS 
by blockchain technology.   

HDFS, Blockchain, Cloud compu-
ting 

• Increased performance. 
• Reliable data protection. 

[46] 2023 To leverage idle storage re-
sources and reduce the costs as-
sociated with dedicated infra-
structure 

AES, Blockchain, and Cloud compu-
ting. 

• Enhanced data security.  
• Maximized storage resource utili-

zation. 
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Table 1: Continued 

[47] 2023 To secure deduplication in a 
cloud storage system with a 
high deduplication rate and 
throughput. 

ARKG, MLE, Blockchain, and Cloud 
computing. 

• High throughput. 
• Reduced deduplication elimination 

ratio. 
 

[48] 2023 To enhance the IoT infrastruc-
ture’s security and performance 
in a complex environment. 

FL, Blockchain, and Cloud Compu-
ting. 

• Increased data security. 
• Resistance against poisoning as-

saults in the IoT sector. 
• Improved computational pro-

cessing efficiency. 
[49] 2024 To increase the security of elec-

tronic banking payments. 
Blockchain, and Cloud computing. • Improved security of electronic 

banking. 
• High transaction processing speed. 
• Cost saving compared to tradi-

tional infrastructure. 
[50] 2024 To achieve a secure and reliable 

key management scheme. 
Blockchain, and Cloud computing. • High safety. 

• Resistant against brute-force at-
tacks and conspiracy attacks. 

• Low time calculation overhead. 
[51] 2024 To secure patient information 

and accurately predict diseases 
in hospitals 

ABE, Blockchain, Cloud computing, 
and FL with MBiLSTM-GRU. 

• Secure medical data management. 
• Good efficacy and predictive accu-

racy. 

Based on the intensive review of the literature, the integration of blockchain with cloud computing 
provides improved security for data storage and transmission which has led to the widespread use of 
this combination across multiple domains, including the financial industry, construction, healthcare, 
and IoT ecosystems. The distributed characteristics of blockchain have also provided a solution to the 
security issues in the cloud to protect single points of failure. In addition, advanced and reliable cloud 
environment with integrated blockchain technology have introduced improved performance in 
throughput, computation, and communication costs. 

B. Blockchain for Improved Cloud Identity Authentication and Management 
Identity authentication and management is the process of verifying the authenticity of the party. 

The idea is that the authenticating party validates the characteristic information of the authenticated 
party to confirm its validity and effectiveness [52]. Identity authentication and management play a vital 
role in cloud computing security by ensuring that only authorized individuals can access data and re-
sources. Traditional methods are centralized and rely on a single authority to handle user identities, 
making them prone to security breaches. However, existing identity management systems are still not 
secure or reliable enough to fully protect against potential threats [53].  

Authentication in cloud services can be done using different mechanisms. Some mechanisms lev-
erage biometric authentication, such as fingerprint scanning, iris detection, and face recognition, while 
others rely on digital security methods like passwords, single sign-on (SSO), and multifactor authenti-
cation [54]. Identity authentication and management can be achieved safely and decentralized with the 
help of blockchain.  

Blockchain technology offers many benefits for identity management and authentication. First, 
identity management systems built on blockchain offer improved privacy and security. Since block-
chain is decentralized, data is safe against identity theft, hacking and single points of failure. Block-
chain-based identity management solutions also use cryptography to protect user data confidentiality 
and integrity. Second, blockchain-based identity management systems provide a user-centric approach. 
Users have control over who can access their data and can remain in charge. This approach empowers 
individuals while enhancing their privacy and autonomy. Thirdly, blockchain-based identity manage-
ment systems provide interoperability and portability. Users can use their digital identities across sev-
eral systems and platforms without having to remember multiple usernames and passwords [55]. 

Currently, there is a significant amount of researches on blockchain-based identity authentication 
applied for cloud environment. This section, along with table 2, classifies the reviewed studies based 
on their objectives, applied methodologies, and main strengths. 
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Bendiab et al. [56] presented a blockchain-based method for managing cloud identities that im-
proves security and dependability by combining a decentralized trust model and an authentication 
mechanism. The suggested paradigm offered a practical way to establish safe Infrastructure as a Service 
(IaaS) cloud federations.  

In the study by Deep et al. [57], a new authentication method based on blockchain to control both 
insiders and outsiders in the cloud was proposed. The user's credentials are first validated, then the 
blockchain node parameters are examined. To assess the system's resistance to various attacks, the 
Scyther formal system tool was used. The results showed that the suggested solution was very success-
ful in handling both external and internal threats, enhancing cloud security by identifying and thwart-
ing a number of possible attacks through its authentication procedure.  

In a study by Wang et al.  [58], the authors suggested the Ethereum-based Identity Management 
(EIDM) protocol, a cloud user identity management system built on the Ethereum blockchain. The Con-
solidated Identity Management (CIDM) protocol is improved by this protocol. The improved version 
introduces JSON Web Tokens in OAuth 2.0, which allows the integration of smart contracts into the 
EIDM protocol. Additionally, to guarantee that the protocol can provide trustworthy and legitimate 
identity identification for cloud customers and service providers, a credit management mechanism was 
implemented.  

The study by Kebande et al. [59] proposed a Blockchain-based Multi-Factor Authentication para-
digm for cloud-enabled Internet of Vehicles (IoV) and vehicular clouds with an embedded digital sig-
nature (MFBC_eDS). This architecture supports a networked edge-to-cloud ecosystem by integrating 
SSO functionality with the Security Assertion Markup Language. The model's assessment revealed that 
it offers a strong security solution, greatly boosting the safety of IoT-to-cloud connected vehicles. 

Vivekanandan et al. [60] proposed a user authentication methodology based on blockchain tech-
nology that protects privacy in a distributed mobile cloud setting. With this system, mobile users can 
access several CSPs after registering once via blockchain. Blockchain technology is used to conduct 
authentication between the mobile user and the CSP. For added security, the protocol uses the SHA-1 
and ECC algorithms. It successfully defends against every known attack, and performance tests show 
that it outperforms the current protocols in terms of efficiency and security. 

 In a study by Prasad and Rekha [61], the study proposed a blockchain-based Identity Authentica-
tion System protocol to enhance cloud computing security and privacy. The protocol guarantees a de-
centralized, tamper-resistant method of confirming the integrity of virtual machines in cloud settings 
by leveraging blockchain technology. The suggested method outperformed other algorithms in a num-
ber of performance indicators, such as energy usage, end-to-end latency, message delivery ratio, and 
data access rate. 

 The study by Du et al. [62] suggested Hyperledger Fabric Identity Authentication, a secure and 
effective authentication method that combines blockchain and zero-knowledge proof technologies. In 
cloud computing scenarios, this approach enables safe and effective user authentication to service pro-
viders, providing improved security while optimizing performance.  

According to Fang et al. [63], a distributed industrial data trading architectural model was intro-
duced. The model uses cloud and blockchain technology and is suitable for situations with many data 
owners. By using smart contracts and a publicly verifiable data integrity mechanism to ensure data 
integrity across many owners, the model creates a fair trading system for industrial datasets without 
relying on a reliable third party. Additionally, the concept incorporates threshold tracking and verifia-
ble credentials with selective disclosure, offering privacy-enhanced authentication and the capacity to 
track malicious individuals.   
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Table 2: Blockchain-cloud integration for improved identity authentication and management. 

Source Year Research Goal  
Used Techniques and Technolo-

gies 
Strengths 

[56] 2018 To introduce a trust and identity 
management model for the 
cloud. 

Blockchain, and Cloud compu-
ting. 

• Effective identity management solu-
tion. 

• Improved security and privacy. 
[57] 2019 To provide a secure authentica-

tion mechanism for cloud data-
bases. 

  Blockchain, and Cloud compu-
ting. 

• Efficient and successful at mitigating 
various outsider and insider threats. 

• Robust in real-time working environ-
ments. 

[58] 2019 To address the issue of the ex-
cessive third-party-centricity of 
existing identity  management 
systems. 

Blockchain, and Cloud compu-
ting. 

• Solved the problem of over-reliance on 
third parties. 

• Security guarantee relative to the 
CIDM protocol. 

• Practical and flexible. 
[59] 2021 To provide adequate and effec-

tive authentication technique 
for vehicular clouds and cloud-
enabled IoV. 

Blockchain-based Multi-Factor 
authentication model, and 
Cloud computing. 

• Suitable in countering major adversar-
ial attacks in an IoV-centered environ-
ment. 

• Ensuring the key principles of the Con-
fidentiality, Integrity, and Availability 
(CIA) triad. 

[60] 2021 To move the information man-
agement task from the central-
ized server registration to public 
blockchain. 

SHA-1, ECC and Blockchain, 
and Cloud computing. 

• Secure from all known attacks. 
• Better performance and efficiency. 

[61] 2023 To improve privacy and secu-
rity through decentralized key 
management, identity verifica-
tion, and secure authentication. 

Blockchain, and Cloud compu-
ting. 

• Handles a large number of requests 
• Reliable message delivery. 
• Better performance regarding energy 

usage. 
• Minimal end-to-end latency. 

[62] 2023 To achieve a secure, efficient, 
and reliable identity authentica-
tion.  

Zero-knowledge proof technol-
ogy, Blockchain, and Cloud 
computing.  

• Security and controllability of user 
data. 

• Effective in avoiding security threats 
such as man-in-the-middle attacks. 

• Efficient authentication. 
• Short response time. 
• Low computational resource consump-

tion. 
[63] 2024 To create a distributed privacy-

enhanced industrial data trad-
ing scheme. 

 Blockchain, and Cloud compu-
ting 

 

• Feasible for sensitive data trading for 
multiple data owners. 

• Privacy-enhanced authentication and 
malicious user tracking. 

 
Based on state-of-the-art solutions that integrate blockchain with cloud computing for identity 

management and authentication, the importance of combining these two technologies cannot be over-
stated. Blockchain technology offers effective identity management by efficiently mitigating both out-
sider and insider threats. Additionally, blockchain-based identity management and authentication sys-
tems significantly enhance security and privacy. Overall, these systems represent a substantial break-
through in the field of identity management, with vast and important potential applications. 

C. Blockchain for Improved Cloud Access Control  
Access control involves regulating the actions that legitimate users are permitted to perform and 

monitoring each attempt to access system resources. The primary goal of an access control system is to 
safeguard the system resources from unauthorized or unwanted access by users [64]. The primary se-
curity and privacy concern associated with cloud computing is unauthorized access to private data. As 
a result of losing control over the data, , this type of access can be exploited by both internal and external 
hackers [65].  

Consequently, the verification of cloud computing is crucial. Established verification mechanisms 
in the cloud build significant security threats. Perceptive data saved in the cloud can be settled through 
interference or illegal access by the cloud administrators and attackers. To protect the confidentiality 
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and integrity of the cloud-based data, this mentions the critical need for advanced access control tech-
nologies [66].  

Blockchain can serve as a trustworthy solution for access control systems, removing the depend-
ence on a single organization or entity within large-scale systems. Its decentralized and resilient archi-
tecture effectively overcomes the shortcomings of conventional access control methods, enabling the 
effective implementation of access control policies [64]. Therefore, integrating blockchain technology 
into cloud environments can lead to improved access control mechanisms [32,67].  

In this section, various studies on the integration of blockchain technology in a cloud environment 
to improve access control mechanisms are presented and analyzed.  Table 3 presents a synthesis of the 
studies’ objectives, methodologies, and key strengths. 

In the study by Wang et al. [68], the authors proposed a secure cloud storage framework that sup-
ports decentralized, fine-grained access management by combining the ciphertext-policy attribute-
based encryption (CP-ABE) algorithm with blockchain-based access control. Data owner and user in-
teractions are handled via Ethereum smart contracts, ensuring that each user's access is recorded on the 
Ethereum blockchain. The CP-ABE algorithm utilized an access tree to implement access control poli-
cies, allowing precise control over data access. The security analysis and experimental results indicate 
that the proposed scheme is both practical and successful. 

 According to Sohrabi et al. [69], the authors developed an access control model aimed at address-
ing the centralized security challenges in cloud storage. By leveraging smart contracts on a decentral-
ized blockchain network, they were able to control access, mitigate cloud server vulnerabilities, and 
eliminate single points of failure. This decentralized approach strengthened data confidentiality and 
protected against unauthorized access.  

Yang et al. [67] designed an access control framework named AuthPrivacyChain, focusing on pri-
vacy protection in cloud environments. All verification-linked compacts to the blockchain must be sent 
by the user. The composition was applied using the EOS, which is an enterprise operation system block-
chain, within which the blockchain transactions access permission and related information are stored 
as additional data. The outcome of the trial accepted that only the verified operator cloud accessed the 
assets. 

Gajmal and Udayakumar  [70] imported a blockchain-based model for access control and data 
distribution in a dispersed cloud repository structure. The composition allows the secure allocation of 
secret keys to users and demonstrates access rules for scrambling distributed data. The system search 
service is equipped and measured using a smart contract on the Ethereum blockchain. Exploratory 
examination proved strong authentic user selection capabilities while fostering minimum response 
times.  

Gao et al. [71] created an attribute-based browsable encryption algorithm that includes a multi-
keyword explore service combined with the EOS blockchain platform to gain fine-grained access con-
trol. This system enables data owners to enforce detailed access policies, allowing only users with the 
attributes that meet the defined conditions to search and access accurate results. Experimental results 
and analysis demonstrated the practicality and effectiveness of the proposed solution.  

The study conducted by Li [72] introduced a blockchain-driven verifiable access control mecha-
nism for secure big data storage in cloud environments. A data exchange network built to combine 
blockchain technology and cloud computing was used to assess the strategy. The system could success-
fully detect and stop suspicious activity by utilizing blockchain components. It allowed medical insti-
tutions to share critical information without jeopardizing privacy while guaranteeing safe data trans-
mission, management, and detection.  

 Sharma et al.  [73] developed a blockchain architecture based on Java that incorporates user revo-
cation and access control to ensure privacy in cloud storage systems. The solution made use of bilinear 
mapping-based encryption and CP-ABE for effective data access control and key generation. The block-
chain system offered a safe and decentralized solution by distributing key management and user access 
regulations across data owners and attribute authorities. Comparisons and performance assessments 
showed that the suggested architecture outperformed current methods while preserving strong secu-
rity and efficacy.  
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Xang et al. [74] presented a framework for cloud storage data access management based on block-
chain technology, incorporating CP-ABE to improve security. The approach reduced the dependency 
on cloud servers for jobs that were outsourced by utilizing blockchain technology and smart contracts 
to guarantee data integrity and establish a decentralized verification process. To stop privacy leaks, a 
hidden access restriction was enforced using the CP-ABE algorithm. The investigation showed that the 
suggested plan successfully guaranteed data integrity within the cloud storage system in addition to 
increasing computational efficiency and achieving chosen ciphertext attack (CCA) protection.  

Patel and Patel [75] proposed a system that uses blockchain technology to improve access control 
restrictions, strengthening the security of the cloud data storage. Smart contracts were added to the 
system to increase transparency and create a trust paradigm that eliminated the need for a middleman. 
Smart contracts and blockchain technology made it possible to securely handle data immutability, re-
jection, and file access. To manage user attributes, the system used an ABE scheme with various au-
thorities, doing away with the necessity for a single authority. Additionally, the implementation of 
smart contracts decreased communication costs and the computational burden on consumers. 

 Yan et al. [76] developed a distributed access control system that allows fine-grained management 
by combining attribute-based searchable encryption with blockchain. To solve the trust and security 
concerns raised by third-party storage in conventional systems, the data ciphertext was kept in a dis-
tributed IPFS and the metadata ciphertext was safely distributed via blockchain smart contracts. To 
dynamically modify access rights, the smart contract also monitored user access behavior. According 
to the experimental data, the suggested system performs better than alternatives in terms of storage 
and processing efficiency.  

Based on the study by Raghunandan et al. [77], the authors presented a solution that combines 
searchable attribute-based encryption (SABE) with blockchain technology to enable keyword searches 
on the blockchain and provide safe access to protected data. By using searchable encryption, the system 
allows users to safely access encrypted material without giving the cloud server important information. 
The blockchain stores encrypted keywords along with the storage addresses that relates to them. The 
results from the experiments undertaken showed that the suggested strategy provides significant effi-
ciency gains. 

 Shahzad et al. [78], the authors proposed an algorithm that integrates blockchain, smart contracts, 
cloud computing, and CP-ABE to enable fine-grained access control and secure health data access. By 
harnessing the decentralization of blockchain alongside the scalability of cloud computing, the results 
showed that the proposed algorithm greatly boosted the effectiveness and safety of health data trans-
fers.  

Table 3: Blockchain-cloud integration for improved access control. 

Source Year Research Goal  
Used Techniques and Technolo-

gies 
Strengths 

[68] 2019 To provide fine-grained access control 
for the cloud. 

CP-ABE, Blockchain and Cloud 
computing. 

• Low cost for accessing files. 
• Solving the issue of a single point 

of failure caused by the center au-
thority. 

[69] 2020 To control access and mitigate threats 
to the cloud server through a decen-
tralized solution. 

Blockchain, and Cloud compu-
ting. 

• Improved cloud data confidential-
ity. 

• Prevent illegal access to cloud 
data. 

• Reduced the single point of failure 
issue. 

[67] 2020 To solve the problem of illegal access 
to resources by attackers of the cloud. 

Blockchain, and Cloud compu-
ting. 

• Prevent illegally access to re-
sources by hackers and adminis-
trators. 

• Protect authorized privacy. 
[70] 2021 To improve the security of data in the 

cloud through an access control mech-
anism. 

Blockchain, and Cloud compu-
ting. 

• Better genuine user detection rate. 
• Low responsiveness. 
• Effective in solving the single-

point failure issue. 
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Table 3: Continued 

[71] 2021 To achieve fine-grained access control 
through a fair and reliable blockchain-
based searchable encryption scheme. 

CP-ABE, Bloom filter, Blockchain, 
and Cloud computing. 

• Feasible and practical. 
• Good performance. 

 
[72] 2022 To apply classified access policies to 

secure cloud resources. 
 

Blockchain, and Cloud compu-
ting. 

• Acceptable level of security and 
privacy. 

[73] 2022 To provide a fine-grained access con-
trol and robust user revocation in the 
cloud. 

CP-ABE, Blockchain and Cloud 
computing. 

• Efficient and scalable environ-
ment. 

• Privacy and confidentiality of the 
outsourced data. 

[74] 2022  To establish a reliable access control 
mechanism in an untrusted cloud en-
vironment. 

CP-ABE, Blockchain and Cloud 
computing. 

• High computational efficiency. 
• Indistinguishability under the 

chosen ciphertext attacks. 
[75] 2023 To provide enhanced access control 

policies for efficient cloud storage se-
curity. 

Multi-Authority CP-ABE, Block-
chain, and Cloud computing. 

• Less computational and communi-
cation overhead. 

• Ownership management. 
• Security of data and logs. 
• Integrity verification. 

[76] 2023 To achieve secure access to cloud data 
with low computational and trust 
costs. 

Attribute-based searchable en-
cryption, Blockchain and Cloud 
computing. 

 

• High computing performance. 
• Data security and user access fair-

ness. 
• Resistant to chosen plaintext at-

tacks and keyword guessing at-
tacks. 

[77] 2023 To develop secure and efficient meth-
ods for managing sensitive data in de-
centralized systems. 

SABE, Blockchain and Cloud 
computing. 

 

• Provided data privacy. 
• Fine-grained access control. 
• Improved search capabilities. 
• Efficient revocation. 

[78] 2024 To provide fine-grained access control 
for secure healthcare data manage-
ment. 

CP-ABE, Blockchain and Cloud 
computing. 

 

• Enhanced the security of sensitive 
health data. 

• Efficient access for authorized us-
ers. 

 
According to the in-depth review of the above solutions that integrated blockchain technology 

with cloud computing, most of the articles combined blockchain technology with CP-ABE or searchable 
attribute-based encryption. Existing solutions, such as CP-ABE and attribute-based encryption for 
cloud storage, still depend excessively on third-party entities, which presents serious security risks. In 
the field of access control, it is crucial to move away from relying on a trusted central authority to avoid 
potential vulnerabilities. To improve the performance and security of existing systems, integrating 
blockchain technology with cloud computing is necessary. By incorporating blockchain, the issue of a 
single point of failure caused by a central authority is addressed. The use of blockchain ensures that all 
access records are secure, immutable, and verifiable. With its decentralized and tamper-resistant na-
ture, blockchain guarantees the security objectives including confidentiality, integrity, availability, au-
thenticity, and the accountability of resources, while also protecting against unauthorized access and 
cyberattacks against cloud resources.  

4.3 RQ3: What are the  limitations of the Existing Solutions? 
The main objective of this question is to emphasize the limitations that must be addressed in order 

to enhance the current solutions for improving the security of cloud environments.  
 
A. Limitations of Blockchain for Enhancing Cloud Data Security in Rest and Transit 
While blockchain offers valuable features such as immutability and decentralized trust, it presents 

several limitations when applied to securing cloud data at rest and in transit.  
• Blockchain does not provide built-in data confidentiality, meaning sensitive data still re-

quires external encryption mechanisms. 
•  Blockchain’s immutability poses challenges when looking to modify or delete data to 

comply with regulations like the General Data Protection Regulation (GDPR).  
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• Key management complexity and a reliance on off-chain storage and encryption tools also 
reduce blockchain’s effectiveness as a standalone solution.  

• Finally, integrating blockchain into existing cloud architectures introduces a high tech-
nical overhead and interoperability challenges, making it more of a complementary tech-
nology than a primary solution for data protection in the cloud. 
 

B. Limitations of Blockchain for Improved Cloud Identity Authentication and Management 
Although blockchain introduces promising features for decentralized identity management and 

authentication in cloud computing, it comes with several significant limitations. 
• One of the primary challenges is usability—most blockchain-based identity systems re-

quire users to manage private keys, which can be difficult to recover if lost and are im-
practical for mainstream adoption.  

• Additionally, the lack of standardization across platforms hinders interoperability be-
tween different cloud services and identity frameworks.  

• Furthermore, its immutability conflicts with regulatory requirements like GDPR, which 
mandates the ability to alter or delete personal data.  

• Integrating blockchain with traditional identity systems introduces technical complexity 
and often requires hybrid solutions.  

 
C. Limitations of Blockchain for Improved Cloud Access Control 
While blockchain offers transparency and tamper-proof logging for access control in cloud envi-

ronments, it faces several key limitations.  
• Blockchain systems typically suffer from latency due to consensus mechanisms, making 

them unsuitable for the real-time access decisions required in dynamic cloud applications. 
• Additionally, managing access control policies through smart contracts adds complexity, 

especially when permissions need to be frequently updated or revoked.  
• The immutability of blockchain, while beneficial for auditability, becomes a drawback 

when flexible or time-sensitive access adjustments are necessary.  
• Furthermore, integrating blockchain with existing centralized access control frameworks, 

presents technical and operational challenges.  
These issues, combined with scalability constraints and the lack of standardized models for 
blockchain-based access control, suggest that while blockchain can enhance certain aspects of 
security, it is not yet a comprehensive solution for managing access in cloud environments. 

4.4 RQ4: What are the Prospective Directions for Future Research in Leveraging Blockchain 
Technology to Enhance the Security of Cloud Computing Systems? 

In light of the issues identified in the reviewed studies, the following points are proposed as po-
tential avenues for future research into enhancing cloud security through blockchain technology: 

• Future solutions must adopt hybrid architectures that combine blockchain with conven-
tional security protocols. 

• Advanced cryptographic frameworks—such as zero-knowledge proofs and homomor-
phic encryption - can further enhance privacy and data protection. 

• Emphasis should be placed on building compliance-aware identity systems that align 
with regulatory frameworks like GDPR and testing security against emerging threats in 
distributed cloud environments. 

• Emerging frameworks such as attribute-based access control powered by smart contracts 
offer promising alternatives to role-based models, enabling fine-grained control. 

• Developing new consensus mechanisms that can improve scalability. 
• Exploring the use of artificial intelligence and machine learning to enhance security and 

privacy through the integration of blockchain technology in a cloud environment. 
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5. Conclusions 

In this article, an overview of cloud computing and blockchain technology is provided. The secu-
rity aspects of integrating cloud computing with blockchain technology are then examined through 
analyzing various recent studies. Drawing on the most recent and relevant publications, this study pre-
sents an in-depth review of three core security domains in cloud computing and explores how block-
chain integration can enhance them. While previous studies have typically focused on a single security 
domain, this review addresses three key areas: data security, identity authentication and management, 
and access control. In addition, this study identifies current limitations and outlines future research 
directions for leveraging blockchain to strengthen these security domains within cloud environments. 
According to the intensive review, the fusion of cloud computing and blockchain emerges as the most 
effective approach, offering enhanced security and decentralization. This combination improves au-
thentication, authorization, data integrity, and privacy. It is essential to further explore this integration 
to support various sectors such as businesses, supply chains, healthcare, and industries. By doing so, it 
can deliver better data security, increased efficiency, and reduced costs.  
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